On the propagation of linear relations through an Sbox
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In several cryptographic primitives, Sboxes are used to provide confusion. The resistance
of such Shoxes against several cryptographic attacks, such as linear or differential attacks, has
been widely studied. In this work, a different property is investigated.

Definition 1. Let S be a function from ¥4 into F3'. Then, S is said to be (v, w)-linear if there
exist two linear subspaces V. C F§ and W € F3' with dimV = v and dim W = w such that,

for all A € W, Sy has degree at most 1 on all cosets of V', where Sy is the Boolean function
= X-S(z).

This property is strongly related to the algebraic degree of the coordinates of S, to their non-
linearities and also to the notion of (weak)-normality. In particular, if S is (v, w)-linear, then
it has w coordinates S; such that degS; < n+1— v and £(S;) > 2". Moreover, (v, w)-linear
Sboxes can be completely characterized in some cases.

We show in the sequel that the use of an Sbox which is (v, w)-linear for some high values
of v or of w can introduce a weakness in a symmetric cryptosystem. Let us consider a function
F based on the SPN construction where such an Sbox is used in the confusion layer, together
with a linear diffusion layer. Then, this property may help find a restriction F’ of F', obtained
by fixing some input variables, such that several output coordinates of F’ have degree 1 on a
subspace and all its cosets. This situation can then be exploited for finding preimages of F' faster
than the generic attack, as shown by Thomas Fuhr in [1] where this algorithm is applied to the
compression function of the SHA-3 candidate Hamsi. Here, we show that the attack presented
by Thomas Fuhr exploits both the slow diffusion and the fact that one of the coordinates of
the 4 x 4 Sbox is (3, 1)-linear, and also that another one is (2, 1)-linear. We have searched for
all subspaces V such that a coordinate of S is linear on V and all its cosets. By exploiting
these properties in a systematic way, we are able to find a higher number of linear relations for
the input and the output of the compression function of Hamsi and thus slightly improve the
complexity of the attack in [1].
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